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This Guide will discuss how to manage user access. This will include Access
Groups, Cards and Users and Time Zones as they apply to access groups.

The first section will discuss Access Groups and Time Zones, if the customer
does not require this level of access control you may skip to adding users and
cards.

Access level control in AxtraxNG is done with Access Groups, this is where you
define a users access rights i.e. which readers they can access and during what
time period.

An Access Group may uses an access control list (list of readers) to control
which doors a user has access to, it may optionally include a time zone also.
In the following example | will include both a Time Zone and Access List.




The first step will be to create a Time Zone. By default there are 2 system
generated time zones, Always and Never. The operator may not edit these.
Most panels support up to 16 time segments per day for a total of 128 per
time zone or schedule (7 weekdays plus the holiday schedule), the AC-215F is
limited to 8 segments per day.

In the first example | have created a simple time zone which is active Monday
through Friday 8 AM to 4 PM and named it “Weekdays”.

The Holiday column controls the schedule on any date defined as a Holiday, if
the column is left empty the user will not have access on holidays.

The Time Zone will control when the cards will be active, in this example,
cards will on be valid during the time period of 8 AM to 4 PM Monday though
Friday, not on Holidays.







El AxTraxNG - o

File  Tools View Window Help

Timing\Time zone

Hierarchic View | [ Table View
=Sk ! AxTraxMNG ﬂ B @: x
gy AC Networks
..4:= Homelogix Des Time Zone
N E - Sunday Monday Tuesday Wednesday Thursday Friday Saturday Holiday L]
88 Groups Emp 08
J-324, Access Groups Clea 00
21, Cleaning Mair 09
Employees 00
Maintenance 10
Master 00
#2 Unauthorized 11
[ ; Access Areas oo
[j--E Output Groups 12
D"\L‘l Input Groups 13 00
----- A Card + Card Groups
5 Vehicle Access Groups 00
g Global antipassbacks 14
w2 Car Parking _— i i . X
Dm e B e Expand Timing by clicking on the + to the left.
- tatus Map o0
- 16 . .
- Reports * Select Time Zone then the Green + to create a new time
1? 0o
zone.
18 % ||
— * Change the name to “Weekdays”. =
@ 0l e Left click and hold the mouse button at the beginning of
=i Lzt the time period (8:00) and drag the end (16:00). ‘
£ | 7/22/2014 11:03:08 AM RSP-LBARMES
£ | 7/22/2014 9:19:23 AM RSPASUSLAPTOP FETTITTSTTETeT T T T T RIS
Q 7/22/2014 9:19:03 AM RSPASUSLAPTOP Administrator Logon Operator Administrator v

llr:l= Connected ™ Download count: 0 | 7/22/2014 11:43 AM
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Fle Tools View Window Help * Right click in the dark blue area and select “create”.
Jming\lime zone * It should turn light blue with the red bar as shown.
Hierarchic View | [ Table View
=k AxTraxNG :ﬂ E + =l x
iy AC Networks
=¥ HomelogiX Des Time Zone
Mewe Weekdays
Alwez o=, - -
, - Sunday jonday Tuesday Wednesday Thursday Friday Saturday Holiday ~
Emp. |08
Clea 09 (b
Empl Mair
1 Employees 00
1 Maintenance 10
1 Master 11 00
4 Unauthorized
=y Access Areas 12 00
[j--\f, Output Groups
[]"lgl Input Groups 13 00
----- 3 Card + Card Groups
- @5 Vehicle Access Groups 14 00
¢ Global antipassbhacks
w2 Car Parking — 00
[-5 & Users 15
[j--l__rl Status Map 16 00
[ = Reports
17 %
18 % y
Events
g?_' v " % E MNew oK Cancel
Date/Time Location Operator Event Details
i 7/22/201411:03:08 AM RSP-LBARMNES Administrator Logon Operator Administrator
i 7/22/2014 9:1%:23 AM R5PASUSLAPTOP Adrninistrator Logon Operator Administrater
i 7/22/2014 9:19:03 AM RSPASUSLAPTOP Administrator Logen Operator Administrator

|.Ir:I: Connected [ Download count: 0 | 7/22/2014 11:46 AM
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File

Tools  View  Window

AT rouhlic

Help

: e Repeat the previous 2 steps for each day.
Timing\Time zone
Ferarchic View  [Table View * Click OK to save the new Time Zone.
9__ ﬁ:xTraxNG ' E * If" x
FHgay AC Networks
HomelLogix Des Time Zone
H Video Integrati
E;..; T:mei:gn egration Nev Weskdays
P Alwe
U Time zone - Sunday Monday Tuesday | Wednesday | Thursday | Fri | Saturday Haoliday [
i ﬂ Holidays ’ Wee 08 o0
=R Groups Emp
E-#2¢ Access Groups Clea 00
=2 Cleaning Mair 09
. Employees — 00
. Maintenance 10
Master 00
¢ Unauthorized 11
[Hl-=y Access Areas 12 00
5 g .
- #", Output Groups
4% Input Groups ~ time|zone
----- 1 Card + Card Groups
.5 Vehicle Access Groups 14 00
¢ Global antipassbacks 1 [ 1 [
w2 Car Parking 15 00
-3 § Users \ 1 I 1 I
[].-r_‘_l Status Map 16 oo
I:I---ﬁ Reporis \
17 % ——
Events - P . % v
Q' :‘Lﬁ' ll h E MNew Q OK) Cancel
Date/Time Location Operator Event Details
i 7/22/2014 11:03:08 AM R5SP-LBARMES Administrator Logen Operator Administrator
i 7222014 9:19:23 AM RSPASUSLAPTOP Administrator Logon Operator Administrator
i 77222014 9:19:03 AM RSPASUSLAPTOP Administrator Logon Operator Administrator

[rnf Connected [ Download count: 0 | 7/22/2014 11:47 AM




* To edit a Time Zone, select the timezone from the list
'“—F“E roos Ve Windon * Click the edit icon at the top (box with red check).

* Right click in the time segment to edit, a properties box

(—y

Hierarchic View | [ Table View 0
~ will open as shown.
= AuxTraxMG _H o | ol | p
Bk AC Networks * Change the start or finish time as required and click OKto |
..l_'_} HomelogiX Des
E‘.\ i:fnei:;ntegration NEVe [1oeicdays save.
TE " . Alwe . . .
() Time zone S - * Click OK to close the properties window. ‘
Ty Holidays 08 00
-8 Groups Emp |
Mair
n-
U
2 Unauthorized Period properties
[Hl-p=y Access Areas - -
-#%, Output Groups e Start from: 08:00 =
&, Input Groups 47 O Finish At: 16:00 s
----- | Card + Card Groups -
.5 Vehicle Access Groups 14 00
¢ Global antipasshacks " n
@2 Car Parking 15
- ¥ Users - e,
[]—-l__rl Status Map 1 C
- | Reports &
17 0
g
v
Events ¥
@ 1) e G“) Cancel
Date/Time Location Operator Event Details &
Q 7/22/2014 11:47:50 AM R5SP-LBARMES Administrator Edit Time zone Weekdays
Q 7/22/2014 11:03:08 AM RSP-LBARNES Logon Operator Administrator
g 7/22/2014 9:19:23 AM RSPASUSLAPTOP Administrator Logon Operator Administrator .

Lannnected ™ Download count: 0 | 7/22/2014 11:48 AM
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File  Tools View  Window  Help

Groups\Access Groups

Hierarchic View | [ Table View

B-_ f-:xTraxNG -" =4 @If' x
EHgiw AC Metworks
G-4=® HomelogiX Description
- Video Integration b Employees

9{:} Timing

JL-’;I Time zone
w7y Holidays Master
&—}lll Groups Unauthorized

i, Employees

¢ Maintenance
1 Master

Maintenance

421, Unauthorized
-5y Access Areas

Access Grou
[j--\f, Output Groups P

[]—-\L‘, Input Groups EEsCptieg
----- ™ Card + Card Groups Cleaning
WVehicle A G .
&= Vel icle Access Groups [ o . —
H-«f Global antipassbacks -.-

[

=P Car Parking
- § Users
[j--r_rl Status Map
[

o= Reports /
* To create a new Access Group, click the + to the left of
groups.

Events 0 . a
amlem . nghllght Access Groups.

P * Click on the green + to create a new group. —— .
§ prmrpEER) e Enter the name under Description.
2| 7/22/2014 11:47:50 AM . .
= nzonrozeesi| - Click OK to save and close the window. v

|53 Connected 7™ Download) /
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File Tools View Window Help

Groups\Access Groups\test

Hierarchic View | | Table View ble |

EI__ ﬁ:xTraxNG S l ql/_‘:-j q
=R AC Networks

;;—-. Suite 104 Access Group - Details n
gy Suite103 -

[-4=® HomelogiX Name
- E Video Integration |test | [+ Expand Al | | & Fiter
b

f‘_!’;‘] -
(53 Timing [ BT

= - Groups me Fone - [»4Suite 103 - Front In - Always
iy Access Groups \ - [WSutte 103 - Front Exit - Always
: gt TimeZone

pgin Access Group 4

-] 1%Panel 2\Reader 1 - Always
1, Employee Mways ~[_] 1\Panel 2\Reader 2 - Always
-] 1\Panel 2Reader 3 - Always
-] 1"Panel 2\Reader 4 - Always

P , -[] 1\Panel 4\Reader 1 - Aways
------ 421 Unauthorized 7] Brad - Aways

[H-p7y Access Areas [Csuite 104 In - Always
Ea--\f, Qutput Groups i 4

a

To add readers to the new access group, expand the menu as

f
shown and highlight the new access group.
* Click the Edit Icon at the top to select readers.
o In the Details window, select a timezone from the Time Zone
] pull down (you may leave it at always). —
el ¢ Expand the Master group by clicking on +. i
* Select the check boxes for the readers to add to the access oK Cancel "
|:| gro u p C Terri
Il * Click OK to save and close. Terri
|=| - / Markov Dusk v

=¥ Connected | 1/4/2018 9:43 AM
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File Tools View Window  Help

Groups\Access Groups\test

Hierarchic View ||Tab|e View % |
=24 AaTraxMG A l B C{
E-5i AC Networks

40y Suite 104 B —

‘_E_.' Suite]0? > Access Group - Details n -
=8 HomelogiX 1 N o~
E]--E;.;. Video Integration L ame ———
-5 Timing T est | |E Expand Al | | | | & Fiter ~
=I-808 Groups _1 |:| =

5:;: Mccess Groups 1 Time Zone -[M] Employes ™

Lgip Access Group 4 _2 [] Set TimeZone test = [
g2y Employee = ~[] Suite 103 - Front In - Weekday —
. 2 Aways -] Suite 103 - Front Exit - Weekday v

E ~[_] 1"Panel 2\Reader 1 - Weekday "

P - I -] 1"Panel 2\Reader 2 - Weekday —
gk Unauthorized L [0 1\Panel 2\Reader 3 - Weekday v

[-y5y Access Areas ] ~[] 14Panel 2\Reader 4 - Weekday “

w-#%, Output Groups F ] 1\Panel 4\Reader 1 - Weekday 1

[3-@_-‘. Input Groups = -[] Brad - Weekday —_

----- O Card + Card Groups _5 -] Suite 104 In - Weekday |+
g5 Vehicle Access Grou 2 [ Suite 104 Exit - Weekday i
/- To delete the readers from an access group, expand the menu »
as shown and highlight the access group name. >
E * Click the Edit Icon at the top to select readers. —:
. - . . x
| * |n the Details window, select a timezone from the Time Zone
l pull down (you may leave it at always). —
2 (g | oK Cancel &
* Expand the acccess group by clicking on +. —
* Uncheck the check boxes for the readers to delete from the Teni
access group. Markov Dusk v

5l ¢ Click OK to save and close.




Adding Users, Cards




There are several ways to create users and add cards to the system

1. Add Users and Cards at the same time automatically, this method is
used for loading new cards (or fobs) into the system initially, it will create
user names using the user number i.e. the first user will be named User
1 and so on. This method makes setting up the system quick but it is less
secure in that all of the cards are now active and it is difficult to track
who uses a card unless the list is managed off line.

2. Add cards in bulk but leave them inactive then add users one at a time.
This method is for adding a new batch of cards or fobs to the system, this
option takes more time but is more secure.

3. Add Users and Cards one at a time, this option is usually reserved for
those situations where random cards or fobs need to be entered.
Alternately the cards may be scanned into the system from a reader then
added to a user to activate.

4. Import users and Cards from a spreadsheet. This option works well for
new systems where the customer has a employee list in Excel format.




/' Option 1; Input cards and Users batch mode.
File Tools View Window Hel ° EX and and Hl hll ht Users
p
e Select the “Add Users and Cards” icon at the top of the screen. |
Hierarchic View Table View . }
e ‘; ; * Enter the quantity of cards and users to create.
s AC Networs ' * Enter the starting card number under “Start From”. -
=8 il * Enter the Facility Code for the cards or fobs.
- [@ Readers rese et remssd @ Click OK to create the users and close.
&, Inputs not respond. Please wait 91 /
.‘f;f Outpyts Selection Type
& ACLinks e e Reader Type
i §§ HLX Links Y Wieaand
‘ % :::L"L':g;mm ’ e (?Gr:l:sssas) Code (0 To 255)
(-3 Timing o = = @
[#-#98 Groups Sequential Users
-4 Global antipassbacks General [[] PINCode Links
@2 CarParking Department o 1000 : [] Access Granted Command
©l; 55 Departments/Users Access Group ¢ < | Digts E] :‘;C;::;:’d S
45y General Master v
&2 ilisitors <2 Valid Date User Selected Output Group
% User Filter 2 From e
3 ﬁ \lljehic’:tTyPEs e S—_——y 7/16/2014 (& |00:00 & —
)£ Cards Never 1 [ Untd Counter
=¥ Operators [] Bxtended Door Open Tim: st pariog .
& l"_l’] Status Map ] HLX Am ” ) [ Enable
@ Reports '
: =
Events X
SSenidl (R &
Date/Time Location Event Details A
[ :"’16:"201-5 9:57:08 AM .Ear-' Door ‘Access Granted VBarnes Larry
l;l 7/16/2014 9:56:55 AM Back Door Access Granted Barnes Larry
&, [7/16/20148:5430AM | 1\Panel 1\Door 2 REX Input opened L
22 Connected ™ Download count: 0 | 7/16/2014 10:00 AM
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File Toels View Window Help

Users\Departments/Users\General

AxTraxNG

[Homchovies |Tebie e

=1 AxraG AR $ARDO ¢
ek AC Networks
: I:I,;—i MNetwork 1 First Mame Last Name User Number Access Group
= F ;p,“” 3 Larry Barnes 1 Master
| Doaors
User=2 2 Maste
i Readers ser r
%, Inputs User #3 3 Master
1, Outputs User =4 4 Master
[~ ACLinks User#5 5 Master
™ - HLX Links User#6 6 Master
[ omeLogiX
#-B Video Integration User# 7 L hlichs
@53 Timing User£8 8 Master
E B8 Groups User 9 9 Master
s 4 Global antipasshacks User # 10 10 Master
@2 Car Parking
aly User # 11 " Master
31 Users
- {©48 Depa s/Users
ap ;@
[ Visitol
. .@® User Filter f
¢ Vehicle Types * Expand Departments and Users as shown.
@13 Cards
& Opentors * Highlight General.
(w-[1] Status Map .
-5 Reports * The new Users should be listed under General as shown.
Events
-l WL AE
Date/Time Location Event Details
B |7/16/2014 9:57:08 AM Back Door Access Granted Barnes Larry
H 7/16/2014 9:56:35 AM Back Door Access Granted Barnes Larry
oy | 7/16/2014 8:54:30 AM TPanel \Door 2 REX Input opened

1 Connected ™ Download count: 0 | 7/16/2014 10:00 AM




Option 2; Input cards only in batch mode.
File Tools View Window Help . .
e * Expand and Highlight Cards. |
Hierarchic View Table View * Select the “Add Cards Manually” icon at the top of the screen.
N oworks anE X * Enter the quantity of cards and users to create.
“é:?‘;‘:;”“ﬂ - * Enter the starting card number under “Start From”. J
- Doors User®?2, * Enter the Facility Code for the cards or fobs.
cer # 3, Pleaze .
i e bl =4 * Click OK to create the cards and close.
(; AC Links User #5, Seleci /
3 HLX Links User # 6, Add Cands rm
[& I:_l Homel ogiX User #7 Wiegand 26 bits N
(B Video Integration S @” a-from (1 To £5535) Fatsy Code (0 To 255)
-5 Timing User # 8, o = -
[-808 Groups User #9,
#-4¢ Global antipassbacks User # 10,
@2 CarParking User £11 — .
O '_E i Users lxeneral = 1 =
=-§& Departments/Users 4 s
Aty General Master :
& Visitors =
.gi* User Filter —
#-¢% Vehicle Types 7/16/2014 - =
L MNewver
-2 Operators
#-{-T] Status Map /16/2014 2358 4 ' -
#- & Reports
Cancel
Events bl
C denndl | R E
Date/Time Location Event Details ~
Bl | 7/16/2014 9:57:08 AM Back Door Access Granted Barnes Lamy
|1 7/16/2014 9:56:35 AM Back Door Access Granted Barnes Larry
o, | 771672014 8:54:30 AM 1\Panel 1\Door 2 REX Input opened v

31 Connected ™ Download count: 0 | 7/16/2014 10:01 AM
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File Tools View Window Help

Users\Cards
[HermrhicView | Tatle View <]

=1 A AWjee 1 2 FomopX
Sgr AC Networks
Tlr;'i Network 1 User Facility Code Card Number Status ~
=- 8% T\Panel 1 b Barnes, Larry 45 51538 Active
-l Doors User#2, 123 1001 Active
L [B Readers -
i~ ¥, Inputs User#3, 123 1002 Active
1, Outputs User#4, 123 1003 Active
i ACLinks User#5, 123 1004 Active
: - HLX Links User 6, 123 1005 Active
[+-=8 HomelogiX T e 3006 -
#-B Video Integration el
E'E'}S Timing User# 8, 123 1007 Active
E 8 Groups User#89, 123 1008 Active
mﬁ Global antipassbacks User # 10, 123 1000 Active
&‘E Car Parking User# 11, 123 1010 i
=1 1 Users =
=-§& Departments/Users o — B —
48 General 101 2001 Availal
L@ Visitors 101 2002 Available
L. User Filter 101 2003 Aailzbl
#-¢= Vehicle Types —f
@ * Highlight Cards.
mg sttus Map * The new Cards should be listed as shown with a status of
-] Repo
Available.
W
4
Events ®
-l WSS E
Date/Time Location Event Details £X
B |7/16/2014 2:57:08 AM Back Door Access Granted Bamnes Larry
H T7/16/2014 9:56:55 AM Back Door Access Granted Bames Larry
o, | T/16/2014 8:54:30 AM \Panel \Door 2 REX Input opened ”

&1 Connected ™ Download count: 0 | 7/16/2014 10:02 AM
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File Tools View Window

Users\Departments/Users\General

Help

AxTraxNG

Hierarchic View

|| Table View

= AxTraxNG
-4 AC Networks
| Bghy Network 1
i = % 1\Panel 1
[l Doors
Readers
%, Inputs
i1, Outputs
& ACLinks
: I HLX Links
[#-=8 HomeLogiX
(- B Video Integration
@25 Timing
||_ IR Groups
& it Glebal antipasshacks
@2 CarParking
{EDE § Users
- =48 Departments/Users
H H i-“' .
g Visitors
-® User Filter
¢ @@= Vehicle Types

2m(¥)

First Na

General Demls
Photo

Add

User Properties

Department
General

Car Parking Group
None

Identffication

Valid Date
From

716/2014 (kg

Access Group

1 unti

162014

/ Option 3; Input Cards and Users manually.

Expand Users, Departments and Users, Highlight General.
Select the green + at the top of the screen.

Enter the First and Last Name of the User.

You may optionally change the Access Group, all users go into

the Master group by default.

Select the tab labeled “Codes” on the user profiles window.

i -3 Cards °
i = Operators
H —_— )
([ 7] Status Map
-] Reports o
°
— °
Events
ol (RN &
Date/Time Location °
&, | 7/16/2014 8:54:30 AM TWPanel 1
oy | TA16/2074 8:34:30 AM T\Panel 1
&, | 771672014 8:54:30 AM T\Panel 1\BOT 2 TLR

Tpat cpened

51 Connected ™ Download count: 0 | 7/16/2014 %37 AM




File Tools View Window Help

Users\Depariments/Users\General

(' Enter the Facility Code and Card number for the card or fob as
shown.

* You may optionally enter a PIN code.

Hierarchic View

| | Table View

B AxTraxNG
sy AC Networks
-5t Network 1
=88 1\Panel 1
. Doors
[0 Readers
i &, Inputs
1, Outputs
. ACLinks
[ HLX Links
-8 HomelogiX
(- B Video Integration
&5 Timing
[ 898 Groups
(4 Global antipassbacks
@2 Car Parking
Bt 1 Users

_ ﬁ 55 General

[ Visitors
Lt User Filter
+)-¢= Vehicle Types
#-1 Cards

.2 Operators
l—l_-l Status Map
&[] Reports

=

—-fitx Departments/Users

* The Auto PIN option will generate a random PIN code
automatically.

Events

BE- - ]

=

Date/Time
Ay | 771672014 8:54:30 AM
& ._.’,"16,"301-'1- 8:34:30 AM
oy | 771672074 8:54:30 AM

Location

1\Panel T\Door 1 REX
T\Panel 1\Door 1 Monitor

TWPanel 1\Door 2 REX

* Click OK to save and close.

Facility Code umber Status

]
-3
Ly
&
i

Add from UHF... Add from MD-08... Add from List...

FIN Code

Number of Digits (4 to B) pee Auto PIN

Duress PIN Code

Code Auto PIN
4 5

= ==
Lve Details

Input opened
Input opened

Input opened

(51 Connected ™ Download count: 0 | 7/16/2014 9:38 AM




[ * If you have previously input a group of cards in bulk.
Fe Took View Window Help *  You may click “Add from List”.
ers\Departments/Users\General * Select the card or fob number on the left column, click the right |
Hierarchic View Table View . . .
—— '! e y— arrow to select it and move it to the right column as shown. -
= a - 5 . .
e AC Networks F * Up to 15 cards may be tied to a user, there is no way to track .
o e y [ Genen Gy which card is used when this is done.
Doors . 1
@ Readers cec= 1 e Click OK to save and close. /
by Inputs
"é‘ S?E:t; Avalable cards Selected cards i — Mm =
» . 101. 000000000002001 101, 0000000002000 _| — -
- § HLX Links 101, 000000000002002 e — Master v
#-i28 HomelogiX 101, 000000000002003 Master bt
# B Video Integration ;g: ngﬂ; aste
@55 Timing 101, 000000000002006 IMaster "
|4: I8 Groups 101, 000000000002007 Master v
[ 4 Global antipassbacks ;g}m% Master W
-2 Car Parking 101, 000000000002010 @ Master v
@é% Users 101, 000000000002011 | |
] B--j:— Departments/Users ;g]mggg
ohe i S '
s{ 'u‘usrtm_s TD‘I: 2018
k% User Filter 101, 000000000002017 wmp0s. (" Addfomlst. D)
. B¢ Vehicle Types rgqmmmommgg:g S —
| @8 Cards 101, 000000000002020 ™
_ £ Operators Auto PIN
- [1] Status Map
@[5 Reports ‘ )
Cancel Auto PIN
Events *®
ol RN E ree e
Date/Time Location Event Details "
B :T-'r'15r'201"- ®57:08 AM :Eac-: Door :Access Granted .Bama Larry
|:| T/16/2014 9:56:35 AM Back Door Access Granted Barnes Larry
&,|7/16/201485430AM | \Panel T\Door 2 REX |Input opened ' .

1 Connected [™ Download count: 0 | 7/16/2014 10:03 AM




Users may also be added via a spreadsheet. The format of the spreadsheet is
critical;
* |t must by in Excel 97-2003 workbook form (.XLS)
* All columns must be in the proper order as shown in the example.
* All cells must be formatted as text, they can not contain formulas or
numeric values.
* Atemplate is available in the download package and from the support
website at;
www.axtraxng.com/support/AXTRAXNG/Blank AxTraxNG Exported.xls
* If the machine has Microsoft Excel installed, you may create a template
from AxtraxNG by doing an export form the software with no users.



http://www.axtraxng.com/support/AXTRAXNG/Blank_AxTraxNG_Exported.xls

[& AxTraxNG = B

File @ . Export Data

AxTraxNG
Hierarchic View () Import Users properties from extemnal file into AxTraxNG Data type
- A TraxMC e port Users properties from AxTraxMNG into extemal file Excel Workbook —"xds v

Excel file

ChUzsers"bames\Desktop A TraxNG @

Excel file Columns

Browse..

& — Usert findex field) 'F'— Azcess group 'K - Fan P - Title "U’ - Identffication

"B - First name G’ - From {Valid date) 'L' - Email '3’ - Motes " — Car parking group
T - Last name "H* - Until (Valid date) "M - Address 'R’=PIN Code W - Cand+Card Group
0 - Middle name ' - Telephone "N’ - Home telephone 'S - Card number

'E' - Department "J' - Mabile 0" - Car registration T - Facilty code (D ta 255)

Wiegand 26 bits

Select None

/' Select Tools, Import/Export Data from the main AxtraxNG
window.
* Select Export.
=== 1 * Specify alocation for the file. o —
(-1 ¢ Click Select All to create all of the columns in the template.
_ o4 ¢ Click OK to generate the Excel file and close the window. / Details
£ |23/
S¥ |23y

T T —— TETTERTT T T T ST T T T T Succeed

51 Connected [ Download count: 0 | 23/07/2014 11:06




N H9-™-|= OLD_AxTraxNG Exported.xls [Compatibility Mode] - Microsoft Excel

File Home Insert Page Layout Farmulas Data Review View
= ) I
P = Wrap Text General - = % I }ﬁ

E @Merge&&nter' $ - o » | %08 % | Conditional Format  Cell
Formatting = as Table ~ Styles +

A e *
j M5 Sans Serif 10 v A AT
] Ea -

I
i
i

i
m
¥

Paste B 7 O~ i~ &~ A~
e u- =

Clipboard Fant F} Alignment F} Mumber ] Styles

T olEN
o @ o @ =

E— §< LE——\ I%J::Ithumv % [ﬁ

Insert Delete Format Sort & Find &
- - - 2 Clear ~ Filter = Select~

Cells Editing

A2 - I

>

3

A B c D E F G H F o R

21 * Thisis an example of the template, the unused columns have
23 been hidden but NOT DELETED just for ease of viewing.

2k

UserlD Firstname Lastname Middle name Department Access group From Malid date) Until (valid date) Title Motes FIMN Code Card Mumber Facility code

g T bt N

1> [i]] 4

M 4 ¢ M| Employees /%1 NEN

Ready |

@08 oG




X =9 - I OLD_AxTraxNG Exported.xls [Compatibility Mode] - Microsoft Excel
g Haome Insert Page Layout Farmulas Data Review View & @ = g 23
j &_7 MS Sans Serif =10 - Ay = E; P = Wrap Text General - :r% :@ ‘:;d: jm j I:_I‘ Elj:ltfsum- %? \]3“?!
Pte o | B 7 U~ || - A|F == || Eveccacenter-| § - % o | 582 | Condionsl Fomat Cel | inset Delete Formst | o Sotd Fadd
Clipboard Faont Alignment MNumber Styles Cells Editing
H20 - f A
A B C D E F G | H [P a = 5 T ) Y 'f'
1 UserlD Firstname Lastname Middle name Department Access group From (Valid date) Until fvalid date) Title Motes FIN Code Card Mumber Facility code —
2 N Larry Barnes General Master 234 1638 45
i Doug Kelly General Maintenance E1539 "5
K] Ken Hoffrman General Employees 811 76
E 4 Diaevid Bramlett General Employees Rl 76
E B All Open General Master EELE]
7
3
4
10 . .
T * Again, the unused columns have been hidden but NOT
e DELETED just for ease of viewing. =
4 ¢ The UserID contains the user number, it should be sequential
L starting at 1. If you use a formula to populate this field it must
18 be converted to a value and then to text before doing the
@ import.
22 * Do not use the Date fields, these frequently cause problems
23 g 0
24 when trying to import. u
2h 0 o
% * All cells must be formatted as text before importing or the —
M4k M . . . Il 4
Ready | |mport Wl” fall. |FEDOm 100 (=) [} {+)
* When saving the file insure it is saved as a .XLS file. /
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File Tools Import Data
Hierarchic View |rr|pl:|rt Users properties from extemal file into AxTraxNG Data type
| AxTraxM( () Export Users properties from AxTraxMG into extemal file Excel Workbook -*xs
Excel file
C:"-.User%"-Jbames"-—.Desklop"-.Customer HIes"-—demo_m"-ﬁ«Tm@
Excel file Columns
"A' - Userdf (index field) 'F - Access group 'K - Fax P - Title "’ - Identification
"B - First name 5" — From (Valid date) ‘L' - Email ' - Notes V' — Car parking group
T' - Last name "= Until (Valid date) ‘M’ - Address 'R' - PIN Code "W - Card+Card Group
"D’ - Middle name ¥| " - Telephone "N’ - Home telephone "S" - Card number Eardine
'E' - Department "J' - Mohile 'O - Car registration T - Facility code (0to 255) Wiegand 26 bis »
Select None
Started from
Denatmant Access. Grouns, CacBading Groun, Card+Card Groups
. Import Card+Card Groups?
* Select Tools, Import/Export Data from the main AxtraxNG ® Yes O No
. be
window.
* Select Import. I
Besl e Specify a location for the file. Cancel
EJ- ] .
- * Click Select All to create all of the columns in the template,
0 . Detail=
T uncheck the date fields.
'z ¢ Click OK to import the Excel file and close the window. Succeed
— * You should receive a message showing the import was )
5 Conn
successful.
/







* The Visitor tab under Users is essentially a predefined department, no special
restrictions apply simply by putting a user in the Visitor group. It does make
tracking Visitor badges and cards somewhat easier.

* There are options under the User tab which make limiting Visitor access
easier. Aside from creating a Visitor Access Group to limit the timeframe and
readers that Visitors may access there are the following special features;

* Valid Date, the timeframe that a visitor badge will be active may be
specified on a user by user basis.

e Counter, you may define the number of times a visitor badge may be
read. To use this function, there is an option on each reader that must be
set to “deduct user counter”, this allows outside entry doors to deduct
the count while interior doors would not.

* On the Visitor Options tab there is an option to have a badge
automatically be disabled when the visitor exits a given area. This
requires defining an entry and exit reader.




AxTraxNG

File Tg

* On the User Properties window, options for controlling the

Higrar:

11:59PM

timeframe that a badge is active;
* Check the Valid Date Until box and set an end date as
shown. Here I've set the end date to 7/31/2014 at

* Under Counter, check the Enable box and the Set New Name
. ) _
Counter box then enter a count to the right. Here I've set umber (110 2000000000)
|t tO 12. Group
v
+ Card Group
[H-45 Llobal antipassbacks None v Mone v
Bl:') Car Parking Identification
i .2 CarParking
Users
Departments/Users dd Valid Date
S5 General From
- {'} Visitors 7/23/2014 B
q— User Filter Caolor... Location... 00:00 =
(-4 Vehicle Types
(-7 Cards Rights Cpuiter
L. Operators Artipassback Immunity Elyable \Value
I’ﬂl__rl Status Map Never v Mew Courter + (1to 1000)
o LT status Map 1 0
Bxdtended Door Open Time Lok
- & Reports v User Selected Output Group
< > [ HLX Am [] Access Granted Command
None ™
Events Puto Open.. )
- — [] Access Denied Command [[] Handicapped
B-r- 0l » & E P
Date/Time Location Newy oK Cancel
|I:Z| 23/07/2014 14:55:27 Front In ACCESS uranten VISITOr £
Bl |23/07/2014 14:44:43 Front In Access Granted Kelly Doug
|Z:Z| 23/07/2014 14:44:33 Front In Access Granted Barnes Larry

7 Connected [J™ Download count: 0 | 23/07/2014 15:30




Reader

General | Options | Access event

Details
Description Qperation mode
Frort In Card or PIN W
Direction: i® In Secured (Card+PIN) time zone
() Out MNewer Ly
Activation: Open Front Door DEdLIDT USEF@
Type
Primary Reader type Keypad type
Wiegand 26 bits w| |Wiegand & Rosslare W
Secondany Reader type Dioor opening requirement in Card+Card Mode
None W 2 Users L
[ ] Check facility code only AYCWESD0 Biometric Reader
* On the Reader Properties window, to use the user counter @ Cancel

option you must enable Deduct User Counter on each reader
that is to be used in the count, typically entry or exit readers.
Here I've enabled the count on the front door entry reader.

e Click OPK to save and exit.




E3 AxTraxNG - 0
File Tools View Window Help

Users\Visitors
Hierarchic View | | Table View
[l AxTraxNG _.' E

50y AC Networks User Properties

=2 HomelogiX Ganeral | Codes | Details L Vistor's Options Access Group
s Video Integration » \fisitar v
- Visitgrldmatificgtion Automatic Disable on Bxit
Rosslare Security ™ 4

Visitor W

ey
Cffices W

¢ Global antipassbacks

F_? Car Parking [] vist Date/Time preentl

i1 Users 7/23/2014 i\re Card
5% Departments/Users m

5: General 18558 & () Unauthorized User

k:ﬂ Visitors

----- % User Filter

— X [piartme] d

[+-¢=p Vehicle Types

M Cards General W Bames, Lamy v
i Operators gmment

[j--lIl Status Map
[ : Reports

/"« On the Visitor option tab you may enter Visitor information as
shown and set the user to be disabled on exit.
 Under Automatic Disable on Exit select the access area to

E monitor from the pull down and select the option to make the x
q card inactive. If the access area is left at global, any read at an Cancel
3 exit reader will disable the card. ) etails :
Visitor 2
Bl 772372014 2:44:43 Pt Front In Access Granted Kelly Doug
|=| 772372014 2:44:33 PM Front In Access Granted Barnes Larry v

hr:.! Connected ™ Download count: 0| 7/23/2014 3:56 PM




